MASTERCLASS INFORMATION SHEET

ISM Information Security Management Course Series

How To Conduct Your Own
Information Security Risk Assessment

Information technology is central to the operation of your business. With IT assuming such a
strategic role you need to ensure your company is guarded against information security
breaches. Although standards such as ISO 27001 seek to systemise security information
security, risk management skills are scarce and few know even where to begin making their
organisation compliant.

ISO 27001 recognises risk assessment as the cornerstone and primary step towards
successful information security risk management. This fast paced, one day course ISM will
demystify information security risk management and lead you step by step through the
information security risk assessment process.

WHAT YOU WILL ACHIEVE ON COMPLETION OF THIS COURSE
e  Understand why you need to conduct a risk assessment
e |dentify your organisation’s assets’ ready for risk assessment

e |dentify and assess your threats, vulnerabilities and impacts relevant to mitigate
information security risks

e  Recognise and review the controls required to manage your risks

e  Discover how to gain cooperation from management and other stakeholders within
your organisation during your risk assessment

e  Acquire the tools to present your findings to your stakeholders
e  Use your Risk Assessment to design a robust Security Management System

Already started your risk assessment? Why not bring along your information security risk
action plans so you can apply what you are learning to your own environment?

AS A DELEGATE YOU WILL ALSO RECEIVE:

e [SM’s unique “How To Conduct Your Own Information Security Risk Assessment
Guide”, containing step-by-step instructions on how to conduct your own risk
assessment.

e |SM’s own “Easy-to Follow, Information Security Risk Assessment” CD containing
ISM’s information security risk assessment worksheets and prepared risk assessment
workshop and training presentation slides.

e  FREE 2 hours telephone support from one of ISM’s ISO 27001 Consultants
e  FREE ISM critique of your completed risk assessment
e  FREE web access to ISM’s exclusive “Pre-written Security Procedures”

e  100% success developing your risk assessment or your money back
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COURSE INSTRUCTORS

PAUL SWARBRICK - Paul is experienced in providing security and business risk support in the public
and private sectors. He has a thorough knowledge of ISO 27001 and has headed up compliance and
auditing projects at: The Department for Constitutional Affairs, National Criminal Intelligence Service,
Royal & SunAlliance Insurance and Symantec. He has been keynote speaker at conferences in
Stockholm, Paris and Munich and has been a regular contributor to the media on issues of data
security. Paul is a UK Government information security management adviser, appointed by CESG
under the CLAS scheme and is also a member of the ITSOF 7799 Special Interest Group, the body
coordinating Government wide implementation of ISO 27001.

RICHARD TWALLIN - Richard is a leading quality and information security management specialist. His
extensive experience of the IT industry includes 17 years with a major computer manufacturer and 14 as an
independent consultant. He specialises in designing management systems which apply best practice
pragmatically so that they also meet the operational needs of the organisation. In 2002 he developed a
method for building effective information security management systems which has been applied successfully
by many UK organisations, both public and private sector, and is published on ISM’s website. Richard is a
UK Government information security management adviser, appointed by CESG under the CLAS Scheme.
Other qualifications include registered quality auditor (under the ISO 9000 TicklT Scheme), appointment by
the Office of Government Commerce as a Strategic Assignments Consultant, and certified PRINCE 2
Practitioner.

SPECIAL OFFER
For a limited period only — 2 delegates for 1 offer on all training courses
Course fee: £550 + VAT

Date and location: 14" July, 18" August, 16™ September (Birmingham)
21 July, 25" August, 23" September (London)

REGISTER TODAY

To register for the How to Conduct Your Own Information Security Risk Assessment Course
please call 01635 817 309 or email sales@pondergrove.co.uk.
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